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ABSTRACT 


This thesis developed the software capability to allow 
the investigation of C3 problems, Procedures and 
methodologies. The resultant communication model, while 
gagependent of a specific wargeme, is currently implemented 
im conjunction with the McClintic Theater Model (MTM). ie 
provides a computerized message handling system (C3 Model) 
which allows simulation of ccmmunication links (circuits) 
Poon USeT—Netipable, (delays; garble and loss: rates; and 
multiple circuit types, addressees, and levels of command. 
It is designed to be used for test and evaluation of command 
and control problems in the areas of -organizational 
relationships, communication networks and procedures, and 


Gamoat f@octrine cr tactics. 
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I. INTRODUCTION 


One of the most vexatious problems facing Detense 
Department analysts is hcw to evaluate Command Control and 
Communications (C3) systems. while there are a myriad of 
models, both computerized and manual, available tc evaluate 
the effectiveness of operational tactics and procedures, 
very few tools exist to aid in the analysis of command and 
communication structures. 

An effort was made by Stack and Secorsky [Ret. 1] to 
eravige Such a tool at the Secure Command Control end 
Communication Exercise Laboratory. The ‘product of. thelr 


thesis Ww computer software for a user-defined 
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Bormunicationus network supporting a multi-level chain of 
command which allowed for communications delays, garbled 
ressages, message loss and player attrition, This 
communications model used the Navy’s Warfare Environmental 
Simulator (WES) as a gaming framework and was implemented on 
the DEC 11/78 computer in the Secure CS laboratory at NPS. 
The Stack/Secorsky model was only fartially successful 
for twO major reasons. First, the model allowed for only 
One communication channel between any two players. As a 
Beetits it i215 diificult to experiment with partial circuit 
losses or degradations. second, the WES wargame model, 
besides having ne capability te simulate ground units, is 


felt by many tc be very unwielay and time-consumin to set 
J E 


{O 


+P 


2m euse 


* 


Psy lass 


_~- 


dita Penny 


7a ai 


un, aud “diriricult “to play. * “Expenditures of more than 40 
ran weurs. to -Sev.9up . da Scenario are not uncommon. 
Peart ronally,  Wiko ls. "Tre'sident’” ‘at “the Naval ‘Ocean Systems 
Genter (NOSC) in “San Diegc. In order ‘to run the’ combined 
models, it is necessary to link two computers via the TELNET 
facility on the secure “ACCAT network. 

Tae Grime Cpjecti1 ve “or tubs “toesis is to “*remedy the 
above-mentioned Shcrtcomings. The first of the problems was 
Sorved by implementing the capability for wp to six user= 
selectable communication channels between players; the 
communications model was also freed from dependénce upon the 
ben moder. “It 1S 2Ow fossible to utilize the communication 
mod€l with any wargame. Additionally, an impreved 
aacentisiy 6cO eather message traffic statistics for post= 
game analysis was develcped. Secondly, a new wargame, the 
McClintic Theater Model (MIM), developed at the Army War 
College, was imported and implemented on the VAX 11/788 
fecated in the Corputer Science Department at NPS. MIM, in 
addition to providing the capability to simulate ground, air 
and naval surface units, is also much Simpler to manage and 
play than the WES model. 

tient inal vouGpmt Cr this Thesis 1S a combined software 
model providing a capability for C5 experimentation in the 
areas of Organizational relationships, communication 
memworks and procedures, link and circuit analysis, and 


sorcet Goctrine and tactics. 
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This document contains tive. appendices designed to 
assist a new player to understand and use the CS Model. 
Appendax A includes “ feneraiized. player and controller 
iistruet Lons ter Seta=up and play, dlong with schematics of 
bae Tedel program flow. Appendix B consists cf a checklist 
emdn Sucseested Worksheets ‘to «be wsed by the controller to 
Serpile data for entry into the model. Appendix. is an 
example user/computer dialogue, followed by several Sample 
message inputs and outputs. Appendix D contains a block 
aeeleram of CS Model module and file organization; and 
Appendix E includes the C3 Model computer code, as well as 


eede for a-HELP facility for MIM. 


, are —_ | 
: . 
- 
7 _ 


\ a 
| “ae ; 
Oo; ‘fag lee? eso wero eet ae 


sfSegom "S Sailr sen #248 vege 7 


7 
7 


7 Te Teyese 585 fs ete 


‘ 


i= fos was jJus>ge 


ieee GENERAL GAMING CCNCEPTS 


Pepe are several ways To test ‘and evaluate’ combat 
Seenariaos, - doctrine, and .C3S. systems. Perhaps the most 
Realistic method makes use of field exercises with troops 
performing Simulated combat under battlefield conditions. 
Field exercises, however, have many drawbacks. Many months 
(er years) of planning and coordination are required in 
Meeperaction for am exercise of any size. Besides being 
enormously expensive to Stage, data collection (a secondary 
Gousidgeration for Participants whose primary concern is 
generally training) and analysis are difficult and time- 
consuming. in addition, replication and sensitivity testing 
are virtually impossible to achieve. 

An alternative to massive field exercises is the use of 
wargame simulations. Many relatively sophisticated board- 
type games are available today; PEGASUS, developed by the 
Wes. Army, is an example of this type. These games involve 
commanders maneuvering their ‘forces on a grid map in 
accordance with game rules; movements and combat results 
must be computed and tabulated manually. Additional 
Sept iciality iS present because the game is played in 
“turns , each team responding to the other team’s last move. 
M—Seuse Cf tame criticality is difficult to achieve under 


tnese conditions. The usefulness of such games is generally 
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limited to precedural training; they are virtually worthless 
as test and evaluation tools. 

CHERS TEE Ur trom these: beard tgames are: corputer (‘wargame 
simulations. these free, i tre *cplayerslafromrethercierical 
requirements involved with board games because roverents and 
combat results are handled by’ hr theys computers ands effects 
reported to the players, who need only keep their displays 
GHETERT \with )the date bases The simulation is time rather 
man event-driven,feand Simultaneous inputs from: both teams 
ere) possible. The *fact that’ the combat algorithms within 
miecelfamesi are: Zenerally istochastic ino Mature §requires 
eonsiderable “testing \egainst historical data in order to 
refine parameters before the results can be truly credible. 
Meperceapility of a Single set of results is virtually 
mreoessi Ole, but a statistical average of results from a 
number of runs becomes meaningful. Sensitivity testing on 
imput parameters is possible only after the internal 
algorithms and parameters have been refined and validated. 

Hrom a CO point of view, the authors were aware. of no 
computer wargame simulation capable of modeling a Command 
Goentrol structure and less-than-perfect communication 
Ssonems welch such a Structure must utilize for the transfer 
ce information. During game play with some wargames, 
members ot e@ach team (Red or Blue) are typically located 
Within the same room, sharing the same intelligence data and 


iyiew of the battle. Problems of coordination among 
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rembers of the command hierarchy and transmission of orders 
to lower Level operational unit commanders are simplified to 
PempOItt Of Crivadiaty.. 1Hus, these “Simulations, fail to 
adequately reflect reality--commanaers are often _n06T 
collocated and may have different, sometimes ccnflicting, 
information. Real world commanders must rely on real world 
communications networks tc Share information, ccordinate 
Operations, dod Vpromuisate Orders; dnd each of these 
aGguavities is subject to degradation in the form of ,.délay, 
parolang, Loss, and €rrors of interpretation. It was toward 
develcping a realistic model of these. processes that. the 


authors’ efforts were directed. 
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ka Gis COMBINED OBJECTIVES AND TASKS 


The first task was to select a wargame on which it would 
fee PeSsivle to, overlay the proposed new C3.Medel.. Basic 


ereregquisites fcr selection were: 
1) ease of use and Simplicity of set-up; 


2) capability cf simulating land, sea and air combat; 


CA 
~~ 


size’ compatible “with current and/or projected 
wainframe computers at NPS. 

fhe MeClintic Theater Medel met all cf these requirements 
Sagisfactorily and the Army War College was willing to 
Paeort oh2s “program tO NPS. The second objective was t0 
develop both MIM and the C3 Model for ‘eventual 
implementation on a DEC VAX 11/780 computer to be installed 
Paewtnue Secure “CS Laboratory “at sometime in’ the future. 
Since the War College had plans for acquiring the same 
computer, the arrangement was fert toe” veo mutually 
benericial. 

Since the size of MIM exceeded the CPU capacity of the 
computer currently installed in the C3 Lab, and, at the time 
MIM was received, the VAX had not yet been installed in the 
Computer Science Lab, the first implementation effort for 
The wargame was on the NPS IBM 3032 computer. This meant 
that almost every line of code (6@¢@ lines) needed to be 


changed to convert the original Honeywell Fortran to IBM 
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Fortrad. The conversion required over a month to complete, 
PoLlewed by several weeks to solve system interface problems 
aue Ud ditt erences * an <capabilities of .the computers. 
However, an excellent understanding of the MIM algorithms 
wes acnveved- 'duriue “the. conversion, which le@ to an 
Sexvedited transter toe the VAX 7&8¢. 

The third objective was to implement MIM on the VAX 78, 
build a workable Fortran communication model, and integrate 
the two. Care was taken to make only those changes to MIM 
which were required TO accommodate Characteristic 
gatterences between Fortran versions. The transfer of MT 
proceeded smoothly and the VAX proved to be weli-suited for 
the combined models. 

Using the Stack-Secorsky medel asa sterting point, the 
C3 Model was developed on the VAX using Digital Control 
Langvage (DCL). DCL is a high level language feature of the 
VAX/YMS operating system which tacilitates the writing of 
puveractive pregrems that operate very close to the system 
wevel . 

The direct translation of the Stack/Secorsky algorithms 
(written in the ‘C programming language) to Fortran was 
considered unsatisfactory because they did not provide all 
the desired features and lacked the needed flexibility. A 
new Fortran message handler was therefore written to 
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1) delays basea on MTM battle tactor (ratio ot battle 
time tc real time), 
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message garbling. 


An additional feature built into the message handler was the 
Macy LO) Operate sVirtually independent of a particular 
wargame. The only changes required to use it with a 
aifferent game are those required because of different file 
names and access methods. 

the final obvjective was tO integrate the new 
communication modél with MIM, to ensure software and 
procedural compatibility, and to demonstrate the full 
combined capabilities of the two models for evaluation of C3 
Characteristics. Since the integration requirements were 
designed into the message handler, the actual integration of 
the models was relatively simple. 

im the combined -model there are three levels of 
communication participants: those who will be communicating 
directly with the MTM wargame, those who are part of the 
command hierarchy, and the overall game controller (umpire). 
The one player on each team who interfaces directly with MIM 
is also a part of the command and communication structure in 
taat he receives ordérs from commanders and inputs them into 


tue game. Ail other Red or Blue players participate only by 
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sending and receiving messages via the C3 Model and can 
Hetener 1HPUuL Orders nor receive MIM outputs directly. 
On-Line qocumentaticon in the form of a HELP facility was 
added to assist users in entering commands into both the C3 
Voted and Into. the wargeme. A’ total of thirteen VAX 
Garectories are available for play--ten for players at the 
Go fiedel level and one each for the Red and Blue game 
—— plus one for’ the game controller. More directories 
may easily be added as needs grow and additional terminals 


hecome available. 
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IW COMMUNICATIONS MODEL CAPABILITIES 


The command structure and communication links (circuits) 
poUebe used during,.a game are defined iby the’ game controller 
Prior to gameistart. (Specific instructions, are contained 
in Appendix A.) The controller specities player game names 
and associated VAX directory names as well as the 
communication circuits (up to six) available between each 
player pair. In addition, the following link 
Maree teristucseare definedeforveach) link type: 

a. Message arrival and service rates to be used in the 


delay (queuing) algorithm. Standard or controller- 
determined rates nay be used. 


a. Frodability of message gardling. 
5S. Message character garbling rate. 
4, Message loss rate. 


IGPisS*possible to change these characteristics ‘as well 
aaueuhenhavalltable icircuitst during game play. ‘Players may 
also be removed, temporarily or permanently, to simulate 
communication circuit failure and«restoration:. 

The algorithm to determine message delay times is 
Basically that used by the Stack-Secorsky model. 

"The queuing time represents the amount of time a 
message will be delayed in arriving at its destination 
and is calculated from the single-server queuing theory 
equation: 


WC = A/(S(S-A)) where 
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WQ is the average queuing tire; 
A is the average message arrival rate; 
5 is the average message service rate. 


Unschedule€d arrival rates for messages are viewed as 
conforming to “a Poisson distribution and the inter~arrival 
times between these message as following a negative 
exponential distribution. During game play the program 
transforms a uniformly distributed random number (y) to an 
exponentially distributed random number (x) using the 
relationship: 


wo 1/7) ints) 
where L is the average message arrival rate specified by 
the experimenter. ...The arrival [times] tor unscheduled 


arrivals [fare described by] the following relationships: 


(y) = Ae 


be 


Expected value[y] 1/A and Variance[y] = 1/A 


where A is the mean of the message arrival [time]. The 
service time is also negative exponentially distributed 
with a mean of 1/S where S is the average service rate. 
Por othe above equations to hold, ‘an infinite population 
of messeges must be asSumed. It is also necessary that 
GiererayteysA/s) bev tless  ithan® <1 °eriuthe queue and the 
waiting times will increase without bound. ([Ref.1] 

Since computed delay times are based on the system 
(computer) clock, and the MIM game time factor is capable of 
being varied by the controller during game play, this 
eomputed time is adjusted to reflect the current ratio of 
battle time to real time being used. 

Message loss and garbling are determined by use of a 
pseudo-random number generator within the message handler 


and are based On a strict comparison with the probabilities 
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and rates speciiived: poy (othe ssconttroller Garbling is 
performed (on a character=by-ckaracter basis. 

aS SOON nas agmessacse iis -Sentrby .asplayer,.van«a undelayed 
and unadulterated copy isoeSent. to )sthes controllers 
mirectory. Additionally, the controller, receives one copy 
of each message as it iS received by each addressee. This 
message copy also contains statistics which show the results 
of the random number comparisons mentioned atove as well as 
peerectual delay time. “These message copies are stored in 
the controlier’s file fcr post-game analysis. 

Some concessions must te made to play the combined game 
ime its present implementation due to the nurbers and 
locations of VAX terminals. Red players are all collocated 
ia the seme room, and are not players in the communications 
model. Red interfaces only with the MIM game through a 
Hard-copy Miniterm via a telephone link to the VAX. Blue 
payers are all collocated in a different room, with . the 
various commanders utilizing six VT-192@ terminals for 
passing message trattfic among themselves and orders to the 
Blue player interfacing with MIM. This Blue player is also 
linkea to the VAX through a hard-copy Miniterm via phone 
peek 

It is realized that these conditions are less than ideal 
ror several reasons. FPrrst; a certain degree of 
Scat iCiality is introduced by requiring collocated Blue 


prayers to communicate by message traffic rather than 
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verbally. Second, each player shares a common view of the 
battle with all his teammates. Ideally, players should be 
broken up) into logical eroups representing command and staff 
elements, each with its own game board and each capable of 
communicating with other team elements as well as 
interfacing with MIM. An example would be several elements 
of Red and Blue staffs at the Army War College, Air War 
College and NPS playing the combined game via ARPANET. Only 
rinor modifications to the CS Model should be necessary to 


accommodate this mede of play. 
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V. WARGAMING CAPABILITIES 


A. MCCLINTIC THEATER MODEL 

During the desien of the: McClintic Theater Model, an 
area Of primary concern was keeping the game play simple so 
that it could be easily used by players lacking in computer 
experience. This was accomplished by using free-form 
keyword inputs. Thus, aligument and spacing are unimportant 
when entering orders. Because keyword searching is used, 
ime order’ o= input is also unimportant and the computer will 
ignore words that it doesn’t recognize rather than 
Soasidering them to be errors. This allows an almost 
English-like interface dialogue, and the player can spend 
more time using the model and less time learning to use it. 

Roch input is checked fer validity before action is 
attempted by the model. If an invalid order is entered, it 
is ignored and an error message is printed immediately. 
Such errors as moving eC@semy units, firing beyond an 
Beuillery Ss ranpe, moving a unit that is out of POL or 
PAitdating a nuclear or chemical strike without controller 
permission are prevented by this feature.  Eowever, tactical 
maunders such as attacking frié€ndly units or stumbling into 
cne’s own mine fields are permitted. 

The modeél is based on a variable-size hexagonal grid 
feowore ~which is applicable to any part cf the world. A 


Small interactive date generation program is used to define 
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a new Scenario. A new data file can be created in a day or 
less (after data collection) by simply answering questions 
asked by the program. 

The program is modular in structure and is organized as 
@epicted in Fig 1. Each block is a separate Subroutine 
Within the program, Simplifying algorithm. changes to more 
mecurately reflect reality crito..examine specific functions 
imimore detail. Parameters within the deta base or the 
modules can easily be changed by the controller during game 
pley by entering the CONTROL subroutine. The game is time 
dmiven vice event driven to improve realism. Status reports 
Mea wnits and logistics “are available -upon demand, while 
intelligence reports are generated at specified intervals or 
upon request. 

MIM was d@signed to serve as an evaluation model for 
Corps commanders in evaluating and modifying strategies and 
tactics in the Tactical Command Readiness Program and to aid 
mm tne training ot senior officers at the Army War College. 
The game is a high level game for division and larger size 
forces and thus some generalizations were required in the 
weocarls (of combat and otner Sactcrs applicable to forces of 
bas... S122 The MIM algorithms are not detailed Enough to 
permit evaluation cf the micrc elements of battle. However, 
tie model does take into account virtually every macro 
Sepect Gf dattTle and does a reasonable job of integrating 


more ce the elements together into a single medel. MIM 
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medels Red and Blue forces Caqually well with all features 
available to ooth sides. 

MiMers capable sor modeling any sized combat ‘unit from ‘a 
Seneieusnip ompalncraft up tov#acfiheet or a wing cf aircraft. 
Metreecketang tactical jiaircratty;) as” weldovas c2upility | and 
transport aircraft and helicopters, are permitted. Naval 
units can also sea-lift ground units and supplies. Ground 
mics ane oimited tio Sidiviston sand battalion. size. for 
practical reasons, Since only 30M units can be modeled at a 
time. The model also has a restart capability to allow the 
mer to recover (if there isya “tcomputer system failure. of 
play is extended over several days. 

Movement of ground and sea units is permitted up to and 
including the maximum allowable speed set for that unit. 
Ground unit movement is negatively affected by terrain and 
barriers such as mountains, forests, cities, rivers, bridged 
rivers), tantvi-tank ditches) and * minefields. Roads act 
positively by increasing rovement speed. Actual routing is 
Goemputced to take the shortest, quickest and safest track 
through the terrain and barriers. 

The model handles the placement and clearing of 
feoeneids, \dair \edefensie artillery, cartillery, air-to-air 
Comvetyatwelve classes of Supplies and ‘electronic warfare. 
fhucleer, chemical and biological, as well ‘as conventional, 
attacks are availatle, but permission is required from the 


eanme controller for either =‘team to exercise «these options. 
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RB. ADAPTATION 

Lop mentsoneds sabome, THe - Structure 5.of). MIM:» has,—been 
preserved aS much as possible. The changes that have been 
made were generally to accommodate Fortran version 
garrerences..« All,»of the originad.MTM subroutines, functions 
and variables have been retained and, from the user’s 
Stand point ,pe thers Version, being Tun at the, Army War College 
ena the version et NPS are identicel.. 

One feature which has been added to the combined models 
has been the inclusion of MIM Volume II (Users Manual) on- 
line as a HELP facility. Ey entering the word “HELP, the 
Red or Elue player will be shown a menu of allowable MTM 
commands. By then entering the nare of one of these 
commands, he will be shown either an abbreviated (format 
only) or verbose description of that command. This feature 
should help reduce training/familiarization time. 

There are two MIM subroutines which have beén suppressed 
in the current NPS implementation. The first of these is 
the TALLY subroutine which gatners controller-specifiea game 
SeecastacsS a5 afunction cf time. The statistics are then 
aisplayable via the graphics capabilities provided with MTM. 
TALLY is not used because no compatible graphics terminals 
were immediately available during implementation efforts at 
NPS and, perhaps more importantly, the statistics-gathering 
fopeared te slcw dcewn game processing on the VAX, 


particularly when high battle time factors were being used 


rad 


to Aputgrare9 ‘Bet 
a, ioi) Sat 9 8eseaee ae 
\ SI 4 amHtIoS 3 


susee? 


747 «6-908 


and other users were sharing the CPU. This omission is not 
a, Signiticant drawback. at this point because the game is 
serving primarily as a framework for CS experirentation. 

The second suppressed subroutine--LOGISTICS--does have a 
major impact On communications experimentation. THis 
Suobrcutine is not used because the additional players which 
would be required to hendle resupply, airlift and sealift 
preblems exceeds the number of terminals available. Thus, a 
meaner portion of the message traffic which would normally be 
Stcessing the communications circuits does not occur. This 
iso, the one major shortcoming in the present implementation 


ef the ccmbined models. 
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VI. CAPABILITIES CTEMONSTRATION 


A relatively informal wargame utilizing the combined 
moOGels was Conducted on March 12, 1982 for the purpose of 
@emonstrating the capabilities of both MTM and the C3 Model. 
Participants in this wargame included professors from the 
Cperations Research, Electrical Engineering and CS 
curricula; systems specialists from ‘the Computer Science 
Department; and contractor representatives from Jet 
Prepulsion Laboratory, who will eventually be responsible 


for software maintenance in the Secure C3 Laboratory. 


A. SCENARIO 

The game scenaric involved a simulated invasion of 
Central Europe by Warsaw Pact forces. The invasion force 
included &9 tank, motcrized rifle and infantry divisions and 
21 air wings. Detending were NATO forces which included 65 
infantry, armor and mechanized divisions; airborne brigades 
and air calvalry regiments; and 16 air wings. 

Initial force dispesitons were in accordance with the 
Standard MIM NATO unclassified data tase. Major PACT force 
Pancentrations and points of attack occurred at the Fulda, 
Ched and Highway 12 Gaps. The mission of the Blue force was 
to delay the aavance of the invading force as long as 
Eeasiple to allow for the arrival oft U.S. and other NATO 


reinforcerents. 
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B. COMMAND/COMMUNICATIONS STRUCTURE 

The Blue command structure modeled for the demonstration 
1S. Shown oy the portion of Figure < outlined by the dashed 
foe. the aint and fround “units under the operational 
control of NORTHAG, CENTAG, CATAF and 4ATAF were assigned 
aypatrarily using the center line of the playing board as 
one “dividing line. The Red team consisted of only two 
mavyers and was Tecated in a .s@€parate room with its own 
display bdoarc. 

Pitas each “Bive player wes given a complete 
eommunication; capability of all six possible circuit types 
mere alt Other Bhue players. Circuit traffic loading was 
set to normal at the start ot the game and increased to 
“heavy as play progressed. The’? intitial “circuit 
parameters, as well aS Sample mesSage inputs and outputs are 
meeluded in Appendix C. These parameters as well as the 
evailability of circuits between player pairs, were degraded 


Over time to reflect combat effects on communications. 


C. RESULTS 

An initial briefing was followed by a period of user 
familiarizaton and experimentation with the C5 Model 
Mmmsuructs, Mit orders and the VIi-190 terminals. After this 
familiarization period, the Blue players appeared to begin 
to feel comfortable with combined model play. (It seems to 


take approximately two to three hours of fairly concentrated 
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play for a user to reach this point.) There were two problem 
areas which surfaced during the demonstration. 

The £iTst of these problems related to the 
implementation of theenrodels: on, the «VAK. When the 
demonstretion bé€gan, another user had two long-term 
processes running on the system batch queue, which had only 
a four-job capacity. Since the CS Model uses the same batch 
GuevesytoO Store; .messeges which! have; been: processed by the 
message handler but are awaiting expiration of the computed 
gdeley period, thiS meant that only two pending messages 
eouid exist atvcany) one» .tire, Additional messages were 
Peesectedi by Pthe queue» dad! discarded. This problem was 
solved during the demonstration by the creation of a new 
batch queue dedicated to the C3 Model message handler. The 
méw queue has a capacity of 58 pending messages and the 
Capacity can easily be increased by a system operator if 
required. 

wa Second problem developed during the familiarization 
period when the players began tc focus their attention on 
the MIM game to the exclusion of the communications model; 
coordination and planning were performed by direct verbal 
communications arong players, thus bypassing the 
communications portion of the game. This problem was not 
totally unexpected and was e¢ result of all Blue players 
being collocated, with only one game board among them. The 


problem -could have been alleviated to some degree by 
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requiring inputs from various commanders to the Blue player 
interfacing with MIM to take the form of messages via the C3 
Model, rather than using preformatted- order: forms. 

AS-qa result} of this demonstration, it is apparent that, 
woile the combined model functions basically as desired, it 
Will be difficult to use fcr experimentation in the mode of 
olay used for the demonstration; malnteining artificial 
Barriers tO communication 1s virtually impossible. The 
usefulness of the model will be realized only after computer 
terminal availability allows Blue and/or Red team rembers to 
pley on a physically separated, distributed network basis. 


(See Section F of Chapter VIII.) 
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VII. CONCLUSION 


The authors feel that, by and large, the «goals which 
were established when this thesis was first discussed have 
been achieved. A new and easier-to-play (than WES) wargame 
is now fully functional on both the IBM 3@33 and the DEC 
VAX11/750. Sufficient game materials have been procured to 
SUppOrt a two-sided (NATO vs. Warsaw Pact) game using the 
Central Europeen data base. Another unclassified MIM data 
base is currently available for Southwest Asia as well as a 
Classified NATO data base; it is only necessary to acquire 
the associated maps, overlays, and game pieces to exercise 
Scenarios in these arenas. 

The C= Model developed eas part of this thesis provides a 
flexible and adaptable tool for C3 experimentation and 
analysis. Virtually any command structure and Us 
associated communications network can be modeled for 
experimentation, subject to hardware limitations. Within 
the communications model, circuit parameters may be adjusted 
to Simulate any pcessible combination of circuit types. 
mate Only 5ix circuits are included between players in this 
mitral version of the model, it would be a simple matter to 
meresase this number to 256--the limiting factor being the 
controller’s ability to etftectively manage this number of 


iimks (See Chapter VIII). 
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The one initial objective which was not met due to time 
constraints was to completely validate model performance and 
perform experimentation and analysis using the combined 
models. Vabidavpons ds do critical step in, eny model 
development and must be performed prior to any serious 
experimentation. 

The authors strongly recommend that a close working 
relationsnip be established and maintained between NPS and 
the Army War College to assure configuration control of the 
MIM game, this area has long been a problem with the WES 
model. it is also strongly urged that the Army War College 
expedite publication of Volume IV (Software Description) of 
Menta Manuel. This volture is critical if programmers “are 
to te thoroughly familiar with the algorithms and be able to 


Suggest improvements to the game. 
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VIII. RECOMMENDATICNS FOR FURTHER WORK 


The work done in this thesis should be viewed as only a 
beginning and not aS project that has been or will ever be 
completed. An experimenter now has a tool needed to begin 
to build the data base for analysis. The following areas, 


however, require additional development and testing. 


A. CIRCUIT PARAMETERS 

The circuit parameters used in thé current C3 Model are 
estimates only and are not based cn actual communications 
circuit détea. Actual circuit parameters are available from 
the service communications commands on circuit qualities for 
Warious types of circuits. Cualities are typically 
Paressed aS error rates, average message delivery times 
under different load conditicns (messages per hour) and 
message retransmission rates, which loosely convert to lost 
message rates. With this information in hand, different 
circuit configurations should be catalogued for use in game 
analysis and then tested under varying game conditions to 
determine circuit sensitivity to extremes of loading and 


parameter variation. 


B. COMMAND STRUCTURES 
Wiring diagrams are also needed t0 shOw how command 
structures are tied together and organized fcr Tactical and 


Strategic Ce. Determining how commands are organized for C2 
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may be a very difficult undertaking. Peacetime and wartime 
configurations are often very different, yet both must be 
understood and modeled if improvements are to be made. Once 
this has been accomplished, the communications links should 
be overlayed onto the command structure to represent the C3 
contigurations. “With the circuit: parameters and command 
Suructures, the’ CS model can be loaded to represent actual 


C3 systems with their inherent advéntages and faults. 


G. POST GAME ANALYSIS 

A post-game analysis feature is needed for the CS model. 
Messages and individual message data are collected by the 
model software, but no provisions have been made to collect 
the cumulative message data and to do any on-line data 
amalysis. The information is already available with the 
current model (delay times, percent garbling, lost message 
values, circuit numbers, etc.) so that, as each message is 
Seut, data could be extracted and stored. Once the data is 
exoced, it could easily be called up and game statistics 
Calculated, freeing the experimenter from a lengthy post 
gare data reduction. A methodology for combining all 
available measures of effectiveness inte a single 
Effectiveness Index should be developed to allow comparisons 


between configurations. 
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D. GRAPHICS 

The MIM wargame model needs a graphics package which 
provides more display capability than. the current version. 
Peamanderns need t6 “see. views .of. the. battlefield. with 
differing degrees of resolution. The graphics capabilities 
Sezist at NPS to echieve this capability,. both. .in hardware 


and software development support. 


E. LINK MANAGEMENT 

aS: menticned in the previous chapter, the capability to 
peecity up tO 256 circuits between players is a relatively 
Simple matter to implement in sctftware. More, than. ss ix 
Gercuits between players will be required if the model isto 
simulate complicated switched networks realistically. 
However, procedures and/or software must be developed to 
enable the controller to manage this number of circuits 


effectively. 


F. MIM INTERFACE 

As implemented on the VAX, the combined model allows 
only one Red, one Blue and one Controller to be interfacing 
with MIM at any time. All orders from €ach team must thus 
pe ‘funneled through this single input point to MIM. 
Besides an almost unmanageable werkload on this player 
@uring periods of intense play, the inability of a commander 
memenoer his ferces directly contributes Significantly te a 


Bemse Of artificiality. 


35€ 


Lo. ie 3% 5? 


Loe > ewS lS 


. @ 


‘¢ so ldgere 6 GRRE 
a=zrivt adr sede’ Cr liv egee See 


‘og. ore 20 


ae: 
-—- 


= 


ss2 Gf 
‘Te {C06 Ge 


Lsras 


:~1 aa 


5.) Qa 


ome rey 
= Iho @ 


a 
“00 
rc MIMS 


j 


bo isagyd — 


The original implementation on the IBM 2923 allowed for 
flwipioe points of “4Ingerface wirth°MIM on each side. MIM 
Bespomses ..O Orders were channeled to the player from which 
the input was received . In ertect,. Unis: allowed 
independence among commanders and would allow the game to be 
prayed in a distributed mode. The VAX version of MIM did 
meecontalin this feature due to time, constraints., Addition 
ef the player distribution feature should be among the first 


priorities for further work on the combined model. 


G. IMPROVED CIRCUIT MODELING 

It is desirevle to have the capability to simulate 
Packet-Switched circuits with rultiple nodes, such as JTIDS. 
Frovision for node deletion and automatic message forwarding 


should be included. 
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APPENDIX A 
USER INSTRUCTIONS 


A. GENERAL 

A total cf 14 VAX directories are currently dedicated to 
tae CS Model; names are as Shown in Figure 3. The CLARK 
directory contains the entire medel, including MTM; it also 
COLLects COpies (Oe “message traffic “during “game” play. 
(Controller: See Note 1.) Fisures oS through  & of this 
aependix are schematic representations of the CS Model and 
depict how a player or controller meves about among varicus 
Sections of the model by using the various commands shown 


between brackets(< >). 


B. CONTROLLER PREPARATION 

Prior LO the start of play, a controller must log onto 
the ccmputer and enter the BUILD/MODIFY section of the model 
im Order to define the command structure and communication 
network to Be, used for «the. game. Data preparation 
morasSneets and general instructions for this purpose are 
previded in Appendix B. A controller who is unfamiliar with 
mese procedures will find Figures 3G and 5 in Appendix A 
helpful. The BUILD/MODIFY portion of the model is 
Mmiperactive: the controller need only respond with menu 
Serections and values as requested by the program. 


Farameters entered in this section of the model are stored 


4¥ 


in various files of the CLARK directory for use during play 
(see Appendix [). MiMeUsStartup cist’ also. done from this 
section using INITIALIZE. 

Passwords are requested at various points in the program 
Pore CutLry CiNTO: Certain parts’ or the model.* A*° copy of this 
thesis with passwords annotated on Figures 3 and 5 will be 
G@yattable “for “qualified controllers in the CS Curricular 
Office. 

The data base which MTM uses is named [CLARK]WARDAT.DAT. 
Ties file is read by the game upon initialization and is 
periodically updated during play. It is this feature which 
allows MIM to be stopped at any time and resumed at that 
same point later. If it is desired to start a new game from 
time zero, the appropriate data file, either standard 
(NATO=NATOQOO.TAT, IRAN=SWAQOOO.DAT.) or  obuilt/modified 
Msrnee the’ *DATA® section “of INITIATE, must be copied into 
[(CLARK]WARDAT.ITAT prior to initializing MTM. Creating a new 
data base or making changes to an existing data base is done 
interactively by appropriately responding to the questions 


asked by the program. 


C. PLAYER INSTRUCTIONS 

Gene sesematics shown in Figures "°94,°°5S and -8 of this 
appendix are applicable to game players. Game names and 
mesceiearved “directories, “as -well- as directory and game 


passwords, must be provided by the controller prior to play. 
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Once logged into». .the  .eppropriate directory on--a VTI=190 
terminal, entry of C3MODEL gives access to the game. 

Oncettinrathe: «models: thessprogram *willbewaskrecfor. two 
passwords. Red, Blue and MIM Controller will enter the MIM 
password when requested. All other players enter a carriage 
return <CR>. All players enter only a carriage return when 
eskedefor, the -centroller ‘password. Atiathisd point; the 
Eeogram’ iwiill.brenchveach player: to«thevappropriatevpoint :in 
peeepregrams<« A-list of ivalid commands ~ (except for MIM 
Contrcller) is available by typing HELP. A description of 
contreller commands is available in the MTM Manual, Volume 
hr (Controller). 

There are two idiosyncrasies of the VAX which must be 
discussed. When MAIL is commanded, the program branches to 
the system mailer (prcompt = MAIL>) and previously unexamined 
messages may be viewed sequentially by depressing RETURN. 
Exit from this mode is accomplished by typing “EX followed 
by 2a RETURN. When SENDMSG is commanded, entries are made 
into a preformatted message header (T0O:, FRCM:, SUBJECT:) 
Froliowed oby a request for a circuit type over which the 
Poetic is tO be sent. At “this. peint,. the system text 
Baitcr is invoked and the message text entered by the 
Dravyer. Once text entry is completed, seeneae PEL followed 
by 7 on the numeric keypad. This will cause “COMMAND: to 
appear at the bottom ot the screen. Typing BX followed by 


the ENTER key on the keypad exits the editor. The message 
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will be automatically s@€nt and the program will branch back 
Eoeethe cemmand level. If ~QUIT’ is used instead of “EX', 
the latest previously sent message will be forwarded to the 


Purrent addressees . 


G. DATA ANALYSIS FILE 

Message copies aré collected during play and stored in 
[CLARK ]MAIL.MAI. This file may be reviewed for both post- 
gairre analysis as well as during play to immediately assess 
the impact ef ehanges to communication circuits - and 


parameters. 


Note 1: Because execution of the MIM portion of the model 
Mama nalt if sthe disk quota of the directory from which MIM 
was initiated is exceeded, it is recommended that the CLARK 
directory not be used (logged into) for active play. If MTM 
execution halts for this reason (a printout describing the 
Cause of the halt is provided in the main computer room each 
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purged and MIM restarted. 
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APPENDIX B 
CS MODEL 


CONTROLLER CHECKLIST 


I. COMMUNICATIONS: 


STEP 


ST 


EP 


nD 
ee 


DESCRIBE THE BASIC COMMUNICATICNS PATHS BETWEEN 


UNITS, WORKSHEET 1. 


ENTER CIRCUIT CHARACTERISTICS IN WORKSHEFT 2A. 


ENTER RESERVE AND/OR REMOVED PLAYER DATA IN 


WORKSHEET 2B. 


YOU NCW HAVE ALL THE NECESSARY DATA TO 


THE CS MODEL. 


LOG INTO ONE OF THE GAME DIRECTORIES AND 
TEE COMMAND “C3MODEL’. 


DISREGARD THE MTM GAME PASSWORD, ENTER 


014) 


BUILD 
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YOU 
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WHEN PROMPTED: “ENTER <CR> TO CONTINUE’. 


SELECT THE BUILD (B) PORTION OF THE (C3 


AND ENTER DATA FROM WORKSHEET 1. 


SELECT IEE MCDIFY '(M) PORTION CF THE’ CS 


MODEL 
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AND ENTZR THE DATA FROM WCRKSHEETS 2A AND 2B AS 


IT CORRESPONDS TO ITEMS 1 THROUGH 5. 


REMEMBER: SXECUTE ITEM #7 WHEN FINISHED 


MODI#Y. 


ARE NOW READY TO USE THE C3 MODEL. 
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! 
! 


| 
! 
! 
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NOTE: XXXXXX REPRESENTS NO ENTRY 
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ENTER A SIX DIGIT NUMBER CONSISTING OF @°S .AND .1°S ~~ TO 
INDICATE CIRCUIT AVAILABILITY BETWEEN PLAYER PAIRS IN THE 
POSITIONAL ORDER SHOWN SHCWN BELOW. (I.E. 182010 REPRESENTS 


AN #NCRYPTED LINE AND A 
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CIRCUIT PARAMETERS/PLAYER STATUS 
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APPENDIX C 
DIALOGUE AND SAMPLE OUTPUTS 

this eppendix iS divided into two sections. Section A 
mart Of the dialogue which took place between the 
computer and a user (player or controller) when the 
@eronstration scenario data wasS entered into the CS Model; 
inputs are shown within brackets (< >). Note that not all 
aeegions Of the GS Model are’ entered in this dialogue, but 
hey tLHOSe needed To Suppcrt the scenario structure. kutry 
moto Other areas of the: 0S Model is relatively simple using 
ome program prompting (requests for inputs) and the 
mecructions contained “in Appendix A. Section 2 contains 
Some cf the actual input messages and the resulting outputs 


Of the CS Model during the game. 
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[CLARK.CCC]RTSSS .COM 


0) 


[CLARK .CCC]MSG .TXT 
MSGOUT.TXT 
MESSAGE.TXT 


CA 


[CLARK .CCC]SENDMSG .COM 
HEADER.TXT 
4. [(CLARK.CCC]ACTMAIL.COM 
MAIL.MAL 
ae) 6 LCLARK.CCC]MIMHELP.COM 
NONE 
6. (CLARK.CCC]CKMSG.COM 


MAILING. TMP 
MATLING.DAT 


7. ([CLARK.CCC]MSGHAN.FOR 


[CLARK] FACTOR 
[CLARK]PARAMETER .DAT 
[CLARK .CCC] LETTER ,TXT 
MAILING. TMP 

MSGOUT .TXT 
MESSAGE.TXT 
SEEDQ.LAT 

SEED1.CAT 

SREDZ. TAT 

SEEDS.DAT 

SEED4.TAT 

SLEDS .DAT 

SEED6.DAT 


(09) 
=] 


Se. 


y. 


SEED? .DAT 
STATI.TAT 
SLAT2 sik Tt 
SAO. Ao 
STAT4.TXT 
STATS.TXT 
STATO. TXT 
STAT? .TXT 
STATS .TXT 
STATS. TXT 
GARBL1.TXT 
GARBLZ.TXT 
GARBLS.TXT 
GARBL4.TXT 
GARBLE.TXT 
GARBL6E .TXT 
GARBL?.TXT 
GARBLS.TXT 
GARBLO.TXT 


CREAT.FOR 


WARDATA.DAT 
NEWDATA.DAT 


[CLARK.CCC]RTCCC.cOM 


[CLARK .CCC]MSG .TXT 


MSGOUT.TXT 


MESSAGE.TXT 
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NOTES ON ORGANIZATION AND STRUCTURE OF THE CS 
COMMUNICATIONS RECUIREMENTS PROGRAM (CRP), MAIN.COM. 


1. ALL COMMCN MODULES ARE IN THE FOLLOWING 
DIRECTORY CR SUB-DIRECTORY. 


[CLARK] 
[CLARK .CCC] 


MAIN FROGRAM. 


nw 


[CLARK.CCC]MAIN.COM (MAIN PROGRAM) 
3. DESCRIPTICN: 


THE MAIN MODULE FIRST CLEARS THE LOCAL 
SUMEPOL+- TABLE. THIS©IS SIMPLY A HOUSE- 
KEEPING MEASURE (STARTING WITE A CLEAN 
SLATE). 


THE INITIALIZE SECTION READS IN PREVIOUSLY 
DEFINED GAME DATA FROM [CLARK] PARAMETER .DAT 


DATA IN THIS FILE IS IN THE FOLLOWING FORMAT: 


ARRIVAL RATE1 
ARRIVAL RATE2 
ARRIVAL RATES 
ARRIVAL RATE4 
ARRIVAL_RATES 
SERVICE _RATE1 
SERVICE. RATEZ 
SERVICE_RATEZ 
SERVICE. RATE4 


SERVICE RATES WE HE BK OE BK OK OS OE OE ME OE IK AE AE Die IE OE SE OK OK OK 
LOSS_RATE1 * NUMBERS 1-5 REFER TO * 
LOSS_RATE2 SLAnne CLRCUATOLNKT YE = 
LOSS_RATES HE HE OK HE EK OK EE OK NE HE OE OK OK EE OK OK AE OE XE OK 
LOSS_RATE4 
LOSS RATES 


GARELE RATE1 (PERCENTAGE OF GARBLED TEXT OF 
GARBLE RATE2 MESSAGES THAT ARE TO BE GARBLED. ) 
GARBLE RATES 

GARBLE RATE4 

GARBLE RATES 


PGARB1 (PROBABILITY THAT A MESSAGE WILL BE 
PGARB2 GARBLED.) 

PGARRBS 

PGARB4 

PGARBS 


RM_PLAYER_CNT (NUMBER CF REMOVED PLAYERS) 


ey 


NAME OF REMOVED PLAYER (IF ANY) 
NAME OF REMOVED PLAYER (If ANY) 
NAME OF REMOVED PLAYER (IF ANY) 


RM_PLAYER_CNT NUMEER OF NAMES LISTED 


NAME OF REMOVED PLAYER (IF ANY) 
END. OF FILE 


IT ALSO READS GAME TATA FROM A SECOND FILE 
[CLARK] INTERFACE .DAT 


DATA IN THIS FILE IS IN THE FOLLOWING FORMAT. 


PLAYCNT (NUMBER OF PLAYERS IN THE GAME) 
PLAYER1 REAL NAME 

PLAYER1 VAX DIRECTORY NAME 

PLAYER2 REAL NAME 

PLAYER2 VAX DIRECTORY NAME 


THERE WILL BE “PLAYCNT” NAMES LISTED 


LINK1TC2 
LINKiT03 (IF THREE PLAYERS AND SO ON UNTIL PLAYCNT) 
LINK2TO1 
LINKZT03 (IF THREE PLAYERS AND SO ON UNTIL PLAYCNT) 


| PLAYER DO NOT HAVE LINKS TO THEMSELVES 
END OF FILE 


IN ADDITION, THIS SECTION EXTRACTS THE LOGIN 
NAME OF THE PLAYER WHICH IS USED LATER TO DETERMINE 
THE PLAYER’S ELIGIBILITY TO PLAY THE GAME. 


THE MODULE REQUESTS THE PLAYER TO ENTER ALL KNOWN 
PASSWORDS AND PRIVILEGE CODES. 

THE PRIVILEGE CODE GIVES THE USER GAME 

PARAMETER MCLIFICATICN/CHANGE PRIVILEGES 


IF THE PLAYER IS NOT PRIVILEGED, THEN THE PROGRAM 
BRANCHES TO PROCEDURE [CLARK.CCC]RTCCC.COM (IF 
USER IS A COMMUNICATIONS-ONLY PLAYER) OR TO TEE 
MCCLINTIC THEATER MODEL INPUT/CUTP FRORGAM. 


IF THE PLAYER IS PRIVILEGED, THEN HE HAS THE OFTION 


OF SELECTING THE BUILD, MODIFY,STATUS OCR PLAY PORTION 
OF THE PROGRAM. 
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NOTES ON ORGANIZATION AND STRUCTURE OF THE C3 COMMUNICATIONS 
RECUIREMENTS PROGRAM (CRP) COMMUNICATIONS PCRTION ONLY. 


1. ALL COMMON MCDULES ARE IN THE FOLLOWING 
DIRECTORY OR SUB-DIRECTORY. 


[CLARK] 
(CLARK.CCC] 


2. MAIN PROGRAM. 
[CLARK.CCC]MAIN1.COM (MAIN PROGRAM) 
DESCRIPTION: 


THE MAINi MCDULE FIRST CLEARS THE LOCAL 
SIMNBOL TABLE. THIS {8S SIMPLY A HOUSI- 

KEEPING MEASURE (STARTING wITH A CLEAN 

SLATE). 


THE INITIALIZE SECTION READS IN PREVICUSLY 
DEFINED GAME DATA FROM [CLARK] PARAMETER .DAT 


DATA IN THIS FILE IS IN THE FOLLOWING FCRMAT: 


ARRIVAL_RATE1 
ARRIVAL RATEZ 
ARRIVAL_RATEZ 
ARRIVAL_RATE4 
ARRIVAL RATES 
SERVICE RATE1 
SERVICE_RATE2 
SERVICE RATES 
SERVICE _RATE4 


SERVICE RATES BE Hs HE AE SK AK HS AE AK SE AS TS AK AS SK HE SK HK EE HK 
LOSS RATE1 * NUMBERS 1-5 REFER TO * 
LOSS _RATEZ * THE CIRCUIT LNKTYP * 
LOSS_RATES BR OE RS AK WR OE HS AK AS IS OK SR OK AR OK AE AS HE AES OE HE OK 
LOSS _RATE4 
LOSS RATES 


GARBLE RATE1 (PERCENTAGE OF GARBLED TEXT OF MESSAGES 
GARELE RATEZ THAT ARE TO BE GARBLED.) 

GARBLE RATES 

GARELE RATE4 

GARBLE RATES 


PGAREF1 GEHOBARTLIGY THAT A. MESSAGE WILL BE 
PGARB2 GARBLED. ) 

PGARB2 

PCGARE4 

PGARBS 


eek 


RM_PLAYER_CNT (NUMBER CF REMOVED PLAYERS) 
NAME OF REMOVED PLAYER (IF ANY) 
NAME OF REMOVED PLAYER (IF ANY) 
NAME OF REMOVED PLAYER (IF ANY) 


RM_PLAYER_CNT NUMBER OF NAMES LISTED 


NAME OF REMOVED PLAYER (IF ANY) 
END OF FILE 


IT ALSO READS GAME DATA FROM A SECOND FILE 
[CLARK] INTERFACE.DAT 


DATA IN THIS FILE IS IN THE FOLLOWING FCRMAT. 


PLAYCNT (NUMBER OF PLAYERS IN THE GAME) 
PLAYER1 REAL NAME 

PLAYER1i VAX DIRECTORY NAME 

PLAYER2 REAL NAME 

PLAYER2 VAX DIRECTORY NAME 


. THERE WILL BE “PLAYCNT” NAMES LISTED 


LINK1T02 
LINK1T03 (IF THREE PLAYERS AND SO ON UNTIL PLAYCNT) 
LINKeTO1 
LINK2TOS (IF THREE PLAYERS AND SO ON UNTIL PLAYCNT) 


PLAYER DO NOT HAVE LINKS TO THEMSELVES 
END OF FILE 


IN ADDITION, THIS SECTION EXTRACTS THE LOGIN 
NAME OF THE PLAYER WHICH IS USED LATER TO DETERMINE 
THE PLAYER’S ELIGIBILITY TO PLAY THE GAME. 


THE MODULE REQUESTS THE PLAYER TO ENTER <CRD TO 
CONTINUE. HOWEVER, IN THE BLIND, IT IS REQUESTING 
A PRIVILEGE CODE THAT GIVES THE USER GAME 
PARAMETER MODIFICATION/CHANGE PRIVILEGES 


IF THE PLAYER IS NOT PRIVILEGED, THEN THE PROGRAM 
BRANCHES TO PROCEDURE [CLARK .CCC] RTCCC.COM 
(SEE BELOW DESCRIPTION OF [CLARK .CCC}RTCCC ) 


IF THE PLAYER IS PRIVILEGED, THEN HE HAS TEE OPTION 
OF SELECTING THE BUILD, MODIFY,STATUS Oh PLAY PCRTION 
Or THE PROGRAM. 
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